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Abstract— With the rapid development of technology, digital format of information has become very popular in the recent era. People are 
tending more and more towards the use of mobile phones, laptops, computers etc. But the problem comes when fraudulent attacks are 
done on this digital data. So the concept of digital watermarking comes to protect these data. The holder of the digital content can hide 
some kind of information into the signal and can claim his ownership after the attacks. In this paper a robust and efficient watermarking 
algorithm is presented ensuring the copyright protection of the digital data. In digital audio watermarking some information is hidden into an 
audio file in a way such that it is transparent to the human ears as well as resistant against the removal of the hidden data from the audio. 
The possible usage of this is copyright protection, temper proofing of any multimedia file etc. In this algorithm a specific synchronization 
code followed by a binary image is inserted into highest entropy sub-bands of each frame of the host audio. Synchronization codes are 
generated by comparing the energy values of each sub-band to its subsequent one for a particular frame. The watermarked audio is 
indistinguishable from the host audio and thus it ensures the imperceptibility. The performance evaluation is done in terms of BER, 
Normalized Correlation (NC) and SNR values. Experimental results show that this scheme is robust against common signal processing 
attacks like noise addition, re-sampling, re-quantization, lowpass filtering, MP3 compression etc. and it can also resist some of the de-
synchronization attacks like cropping. 

Index Terms— Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT), Entropy, Singular Value Decomposition (SVD). 

——————————      —————————— 

1 INTRODUCTION                                                                     

evelopment of technology has introduced digital way of 
storing a great amount of data. Now a days, almost all the 

civilized population is using computers and internet which 
help to store a large amount of data for a long time without 
any kind of physical modification or damage. But intentional 
or unintentional manipulation of these data causes a huge 
threat to the ownership of that digital content. This situation  
calls for a solution called Digital Watermarking where the dig-
ital content endures any kind of intentional and unintentional 
modification or removal. This technique ensures the copyright 
protection of the digital contents. The embedded watermark 
contains some information which helps the owner to claim 
copyright on their intellectual property. Here in this paper 
Digital Audio Watermarking is done in order to ensure protec-
tion to the copyright holder against any malicious and signal 
processing attacks. In this technique watermark information is 
hidden in a host audio file in such a way that the quality of the 
host audio does not degrade and the watermark is recoverable 
even after the fraudulent attacks or removal on the water-
marked audio. The watermark is known only to the owner, 
thus making this method highly robust and imperceptible. 
However, conflict arises while ensuring both robustness and 
imperceptibility. There is a tradeoff between these require-
ments while establishing an efficient algorithm. Here are some 
major requirements [1], [2], [9]:  
 

 Robustness: It is the basic requirement of any water-
marked signal. The signal should sustain its original 
form after common signal processing attacks or modifi-
cation so that the watermark can be extracted from it. 

 Perceptual Transparency: The additional information 
which is inserted into the host audio, should not distort 
the perceptual quality level of the audio. Therefore the 
imperceptibility of the watermark after embedding 
should also be ensured. 

 Security: Security of the watermarked audio must be en-
sured in such a way that the attacker can not extract the 
watermark without knowing the secret key even if the 
extraction algorithm is known to him. So the secret key 
should be known only to the owner. 

 Payload: Number of bits embedded per second in the 
host audio is termed as payload of the watermarking. 
Depending on the requirements of the watermarking al-
gorithm, it can be high as well as low. 

                     Imperceptibility and robustness are given priority 
and  thus  different   algorithms  are  proposed with   different 
properties according to the applications. 
                   The sensitivity of Human Auditory System (HAS) 
towards additive white gaussian noise (AWGN) is more as com-
pared to the Human Visual System (HVS)  with a wider dynamic 
range. This adds up complexity to the audio watermarking as 
compared to image and video watermarking. So it is seen that, 
less works are done on audio watermarking than video or image 
watermarking. 
                    Most of the watermarking techniques are classified 
mainly into two categories: i) Temporal Watermarking and ii) 
Spectral Watermarking.  In temporal watermarking, watermark is 
directly embedded in time domain. It is easy to implement but 
less resistant against different attacks. On the other hand spectral 
watermarking has the advantage of several transforms in fre-
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quency or time-frequency domain. Thus it makes the embedding 
robust against the common attacks. Some fragments of the audio 
file is transformed and the embedding is done in these fragments. 
Commonly used transformations for this are Discrete Cosine 
Transform (DCT), Discrete Sine Transform (DST), Discrete 
Wavelet Transform (DWT), Fast Fourier Transform (FFT) etc. 
 There are two ways of extraction of the watermark from 
the watermarked audio. One is blind extraction and the other is 
non-blind or informed extraction [2]. In the blind extraction, host 
audio file is not needed for the retrieval of the watermark. In non-
blind method the extraction of watermark is not possible without 
the host audio file. Here we propose an embedding algorithm 
which embeds watermark in highest entropy sub-bands of the 
host audio. In this paper, the algorithm is Non-blind in nature. In 
this scheme, 1-level DWT transform is performed on the host 
signal, resulting approximation coefficients and detail coeffi-
cients [1], [2]. In order to ensure robustness against the attacks, 
watermark is inserted in the highest entropy sub-bands [7] of the 
low frequency coefficients of each frame. Synchronization code 
[4], [10], [11] is also made a part of the watermark itself and it is 
generated from the host audio itself by energy comparison. There 
is a unique synchronization code for each frame. We will discuss 
about the embedding and extraction process in the upcoming sec-
tions of this paper. Rest of the paper is organised as follows: 
 Section II explains the related works that are done in this 
particular area, Section III explains the transformations used in 
the algorithm, Section IV explains the embedding algorithm, Sec-
tion V explains the extraction algorithm, experimental results are 
shown in Section VI and Section VII contains the conclusion. 

2 RELATED WORKS 
There are several hybrid algorithms of embedding have been 
proposed which implements more than one transforms in or-
der to ensure higher robustness. Mustapha Hemis and Bachir 
Boudraa have given an hybrid algorithm implementing both 
DWT and SVD [1]. Multiresolution decomposition of wavelet 
transforms and optimal matrix decomposition of SVD ensures 
high robustness, high payload and performance. Prof. Sujit M. 
Deokar and Bhaveek Dhaigude have shown an efficient wa-
termark embedding algorithm using both DWT and DCT [2]. 
Arnold transform is used for scrambling of the watermark 
image. This scrambling makes the watermark almost unde-
tectable for the attacker thus increasing the robustness. Yang 
et al. have shown a new method called zero-watermarking [3]. 
The embedding is done here into a secret key, not in the host 
signal itself. XOR operation is been done between the binary 
image and the relational value array in order to generate this 
secret key. This relational value array is generated by compar-
ing the energy values of the frames of the host audio after 
doing 1-level DWT. Vivekananda Bhat K et al. have demon-
strated a secure, efficient and robust watermarking algorithm 
using SVD in the wavelet domain [4]. Here embedding is done 
by applying Quantization index modulation (QIM) on the sin-
gular values (SVs) of the wavelet domain blocks along with 
the synchronization code. Mitchell D. Swanson et al. have 
proposed another embedding algorithm using perceptual 
masking [5]. This algorithm exploits temporal and frequency 

perceptual masking property and the watermark embedded 
here is generated from a pseudo-random sequence to ensure 
high robustness. Fathi E. Abd El-Samie again implements SVD 
to have a robust watermarking scheme [6]. Pranab Kumar 
Dhar and Tetsuya Shimamura have presented another effi-
cient scheme where DCT, SVD and log-polar transformation is 
used [7]. Watermark is embedded into the highest entropy 
bands of the host audio. Ergun Ercelebi and Leyla Batakcı 
have shown a new algorithm by using LBWT (Lifting Based 
Wavelet transform) [8]. In this algorithm a pseudo random 
number matrix is generated using pseudo random number 
generator, which is embedded into the host audio depending 
on the values of the binary image. This method increases the 
tamper resistance of the watermark. 

3 TRANSFORMATIONS USED 
Discrete Cosine Transform (DCT): In this transform, a finite 
sequence of summation of cosine functions can represent an 
audio signal at different frequency values. Mathematically it 
can be represented as follows: 

 
Here, N gives the total number of samples in the sequence and  
x(n) is the original audio signal. DCT reduces the distortion 
occurring due to the embedding of the watermark because the 
energy is congested in a small portion of the sequence in DCT 
coefficients. 
 
Discrete Wavelet Transform (DWT): Hierarchical decomposi-
tion of an input signal into a series of approximation coeffi-
cients and detail coefficients is known as the DWT or Discrete 
Wavelet Transform of that signal. The low frequency approx-
imation coefficients can further be decomposed into two parts 
of approximation and detail coefficients. Fig1. Shows a 2-level 
DWT input signal A, cA and cD are low frequency approxima-
tion coefficients and detail coefficients respectively. 
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           Fig1: 2-level DWT 
 
Singular Value Decomposition(SVD): SVD of a matrix A of 
order  is defined as follows: 

 
Here, and  are orthogonal matrices of order  and is a 
diagonal matrix of order with non negative elements. The 
diagonally placed values of  are known to be singular values 
(SVs) of . The columns of  are known as the left singular 
vectors of  . The columns of  are known as the right singular 
vectors of  . 

4 EMBEDDING ALGORITHM 
                  The proposed scheme is based on dual transforma-
tion DWT-DCT [2]. The main idea of embedding is that wa-
termark should be embedded in the highest entropy low fre-
quency DCT coefficients [7] of the approximation coefficients 
obtained after performing 1-level DWT of the original host 
signal. The Embedding method is shown in Fig.2. 
 
The watermark is embedded in the following steps: 
• Perform 1-level DWT to the original audio signal. 
• Perform DCT to the approximation coefficients obtained 

from the 1-level DWT of the original signal. 
• Partition the signal into N frames F={f1, f2, f3 .......... ,fN}. These 

frames are non-overlapping to each other. 
• Select the former L low-frequency components of each 

frame. 
•  Divide the low-frequency components in M sub-bands, each 

containing N elements. Reshape them in N M order matrix 
Lj,NxM. 

• Calculate the entropy of each sub-band of matrix Lj,NxM. [7]:  

Where, , ,  are the index number of the DCT coefficient, 
amplitude of DCT coefficients and entropy of the sub-band 
Lj  respectively. 

• Select the sub-band Bj,Nx1 of each frame fj having maximum 
entropy and diagonalise it to matrix Bj,NxN. 
 

. ;  

‘max’ operation returns the maximum of the 
Thus  represents the maximum value 

among the  
• Store the positions of highest entropy sub-bands of all the 

frames in Key1. 
• Take the watermark image of order (N M) (N M) , and take 

SVD. 

               ,  
 
Where, I  is the  watermark image, is a diagonal matrix of 
order (N M) (N M).  and   are used at the time of extrac-

tion.                 
• Concatenate the M bit Synchronization code (generation of 

Synchronization code is explained in the later section) with 
the diagonal matrix generated by SVD of image. The syn-
chronization code is made a part of watermark Wj,NxN. [10] 

Synchroni- 
zation 
code 

Water-
mark 

……… Synchroni-
zation 
code 

Water-
mark 

 
 

• Embed the watermark Wj,NxN in the maximum entropy sub-
band of each frame Bj,NxN. 

                    

                                     j,NxN = j,NxN +  α W j,NxN  

 

     Where Wj,NxN is the watermark consisting of M synchro-
nization code bits and (N M) bits of image. α defines the 
embedding strength of the watermark and j,NxN is the 
modified highest entropy sub-band matrix of each frame. 

• Substitute the original sub-bands by the modified sub-bands 
in the original frames. 

• Concatenate all frames. 
• Apply Inverse DCT (IDCT). 
• Apply Inverse DWT (IDWT) to obtain the watermarked au-

dio. 

Steps for generating Synchronization code: 
 
• Calculate the energy of each sub-band of matrix Lj,NxM for 

each frame. 
• For every frame, compare the  of each sub-band 

to its subsequent one. A Relational Value Array is generated 
of size M for each frame which is used as synchronization 
code. 

• Relational Values can be obtained by using these conditions 
[3] : 

 

• These Relational Value Arrays are used as synchronization 
codes for the corresponding frames. 
     Fig3. shows the steps for generation of synchronization 
code.  
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                  Fig2: Embedding algorithm 

5 EXTRACTION 
In this proposed scheme watermark is extracted in Non-blind 
way. 
         
Steps for extraction of watermark: 
• Perform one-level DWT to the watermarked audio signal. 
• Perform DCT to the approximation coefficients obtained 

from DWT of the watermarked signal. 
• Divide the signal into N frames F={f1, f2, f3 .......... ,fN}. These 

frames are non-overlapping to each other. 
• Select the former L low-frequency components of each 

frame. 
•  Divide the low-frequency components in M sub-bands, each 

containing N elements. Reshape them in N M order matrix 
Lj,NxM. 

• Using the Key1, extract the highest entropy sub-bands of 
each frame. 

• Subtract each highest entropy sub-band of host signal from 
the corresponding sub-band of watermarked signal. 

• Extract the watermark signal: 
 

                    j,NxN    , 

 
Here,  and are the highest entropy sub-band matrix of the 
host signal and watermarked signal respectively and  is the 
extracted watermark. 

 
 

          Fig3: Synchronization code generation 
 

• First M bits are synchronization code bits and the rest (N M) 
bits are the SVs ( of the watermark image. 

• Perform inverse SVD to obtain the watermark image: 

      Where,  is the extracted watermark image. Fig4 shows extrac-
tion algorithm. 

6 EXPERIMENTAL RESULTS 
In order to examine the performance of the algorithm, several 
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tests were performed on two audio files Audio1.wav and Au-
dio2.wav of duration 12 seconds and 7 seconds respectively. 

Fig4: Extraction Algorithm 
 

Both the  signals are sampled at 44100Hz frequency. The Au-
dio1.wav file consists of 11,28,960 elements. It is divided into 
30 frames, having 37,632 elements in each frame. 1-level DWT 
is performed and a total number of 5,64,480 approximation 
coefficients are obtained. Then the approximation coefficients 
obtained by DWT undergo DCT. From each frame, first 300 
low frequency DCT coefficients are selected after this. From 
these 300 low frequency DCT coefficients a 30 10 matrix is 
formed in every frame i.e. 10 sub-bands are formed out of 
these coefficients and 30 elements are comprised in each sub-
band. 
 
               Highest entropy sub-band is selected from every 
frame. A key named Key1 is stored containing the positions of 
highest entropy sub-bands from each frame. The energy val-
ues of each sub-band is compared with the energy of subse-
quent one. 

For each frame, the Relational Value Array obtained 
by energy comparison is used as Synchronization Code. Thus 
a distinct 10 bit Synchronization Code is assigned to each 
frame. A 20 20 binary image is used as the watermark image. 

The watermark image undergoes SVD and singular values 
obtained from the SVD is concatenated with the Synchroniza-
tion Code. In this way, the Synchronization Code is made a 
part of the watermark. The size of the watermark which is 
obtained finally is 30 bits. This watermark of 30 bits is embed-
ded into the highest entropy sub-band of each frame. To ob-
tain the optimum result after the attacks, the Embedding 
strength α is chosen to be 0.08 after a series of trials. 
                     To check the performance of the algorithm, SNR 
(Signal to Noise Ratio) value of the watermarked signal is cal-
culated [1] [4] [7].  

SNR is the ratio of signal power to the noise power. It 
is usually measured in decibels (dB) and represents the 
strength of the signal. A higher value of SNR indicates higher 
imperceptibility. 

 

 

The minimum allowable value of SNR for distortion less 
sound is 20 dB. In the proposed scheme SNR comes out to be 
24.0821 dB and 23.3807 dB for Audio1.wav and Audio2.wav 
respectively. 
        The other criteria for measuring the performance are Nor-
malized Correlation (NC) and Bit Error Rate (BER) [1] [3] [4] 
[7]. 

Normalized Correlation (NC) represents the similarity of two 
series. The value of it lies between 0 and 1.  A higher value of 
NC indicates a better performance. 
  

 
 

Where  is the extracted watermark signal and  is the 
original watermark which is embedded. 
 
Bit Error Rate (BER) indicates the number of error bits per unit 
signal bit. 

 
 
                         Where, H is equal to (N M). 
 
Attacks which are performed in order to examine the robustness 
of the algorithm are as follows [1] [3] [7] : 
     

a)  Noise addition: A 20dB White Gaussian Noise (AWGN) is 
added to the watermarked signal. 

b) Cropping: The watermarked signal is cropped from three 
different ways- 
     a) Front cropping-50% samples of the audio is removed 
from the end part. 
      b) Middle cropping-50% samples from the middle part of 
the audio is retained and the rest part is removed. and  
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      c) End cropping-50% samples from the front part is re-
moved and the watermark is extracted from the rest part. 

c) Re-quantization: The watermarked signal is quantized to 
8bits/sample and then again stored back to 16bits/sample. 

d) Re-sampling: The watermarked signal is first down-sampled 
to 22.05 kHz and then up-sampled to 44.1 kHz. 

e) Mp3 Compression: 128 kbps  MPEG layer III compression is 
performed. 

f) Lowpass  filtering: Watermarked audio file  is passed through 
a 10th order lowpass filter having cut-off frequency 11025  Hz. 

g) Weiner Attack: Watermarked audio file is passed through a 
wiener filter with default argument value 3, considering the 
AWGN power to be noise [12] [14]. 

                        Table1 shows the experimental results of various 
attacks on the watermarked signal. Here extraction is non-
blind.  

Fig 6: Host Audio(Audio1.wav) 

Fig 7: Watermarked Audio(Audio1.wav) 
 

Audio1.wav 

 

Audio2.wav 
Table1: Experimental results 

7 CONCLUSION 
This paper presents a watermarking algorithm exploiting the 
masking property of Human Auditory System. Since this algo-
rithm guarantees the imperceptibility of the embedded  wa-
termark, it comes really handy in case of copyright protection. 
The audio file undergoes DWT-DCT and watermark is em-
bedded into highest entropy sub-bands in each frame of the 
audio. This schemes exploits the properties of DWT and DCT. 
Most of the energy content is being comprised in low frequen-
cy components, DCT is used as to get low frequency compo-
nents of the audio file. The multi-resolution properties both in 
time and frequency domain are analyzed with the help of 
DWT.  

 This scheme is robust to almost all kind of attacks 
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and guarantees high security against unauthorized extraction. 
Thus the original watermark which is here a binary image can 
be extracted even after the attacks. In this particular scheme 
the watermark is hidden in all the frames along with their re-
spective synchronization codes rendering the embedding re-
sistant to cropping attacks and other attacks like noise addi-
tion, re-sampling, low pass filtering etc. Thus the algorithm is 
much more robust than other schemes and is also impercepti-
ble. 
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